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1. {E A Certificate EHEH

L SMIME

Step 1 | BARUEIE =3

VeriSign

Now from
\/Syma ntec.

Products & Services ~

55L Cerificates
Symantec™ Safe Site
Code Signing

Two-Factor Authentication
Risk-Based Authentication

Public Key Infrastructure (PKl) Services

FI]”Digital IDs for Secure Email”3i;

\\\ﬁ

Authentication Services

Partners ~

INEED TO

+ Secure My Web Site

* Manage My Security Infrastructure
+ Protect My Identity

+ Increase Consumer Confidence
+ Detect Fraud Online

% United States [change]

Search

Support -

INFORMATION FOR

+ Enterprise

+ 3mall Business
+ Consumers

+ Public Sector

M2 httD://WWW-VeriSign-COm/HET7‘3“\%?&5 1F Product&Service” N 1k,

Contact Symantec

Verisian '}
0 Trusted |

VERIFY ®

My Account -

Try an SSL
Certificate
for FREE!

FREE TRIAL

" SIGNIN Trust Center

/gl '.—Ell.ﬁ'g Norton™ Secured Seal

powered by Verisign

Contact Symantec About Symantec Mews

" B
g™ _G‘! .‘vx
SECURED 0 [t
powered By Vel !run
[ —

Learn more

Blogs Legal Motices Privacy

Learn more

Repository Worldwide Sites

« Digitally Sign My Code
I Digital IDs for Secure Email I e
DOD Interoperability - ECA Certificates f
All Products and Services
- SymantecT™ Sate it TTUWOT IOy TTOYVTOwT v
Boost your site traffiic and New features from Symantec ) -
BUY Code Signing conversions with powerful trust SSL make your Web site easy Cyber secunty and availability
features. Free with every SSL to trust and easy to secure. products your business relies on:
TRY Free Trial NEVW! Certificate. « Managed DNS
RENEW  Renew SSL Certificates o | O oo | + DDoS Protection

- iDefense™
« Domain Name Services

are available from Verisign at
‘erisigninc.com

Site Map -l Feedback



http://www.verisign.com/

Step 2

4 Buy Now [BIT » e A B 4

. Y, .
ijmantec. Confidence in a connected world. United Stafes h")';’: ¥ Shopping @ [+ ]
NORTON SMALL BUSINESS ESSINSEIEE PARTNERS STORE ABOUT SYMANTEC

Solutions | Products | Services | T Support | Security Response | Resources | Community | Store

Symantec.com Enterprise Products Security Digital ID's for Secure Email 8 ADD

Symantec Digital IDs for Secure Email

Get a Digital 1D
Symantec Digital IDs for Secure Email allow you to digitally sign and encrypt your <= §19.95 for 1 year
digital communications using a certificate, bound to your validated email address. Buy now

Recipients of your email will know that the content came from your email address and
has remained private during transmission.

Product Categories -

Learn Buy Use Security )
Information Risk & Compliance
Storage
Purchasing Options Infrastructure Operations
Purchasing Options 3 Get a Digital ID Business Continuity
519.95 for 1 year Products A-2

Please nofe: All prices are in U.S. dollars. Payable by Visa, MasterCard
and American Express. Checks and purchase orders are not accepied

Related Solutions »

Step 3

BEFEPT( A 2 BB B DAER AR S BEE A -

\/é“riSign" Enrollment

Digital ID Center [ About Digital IDs

Choose Your Browser

Select the browser you would like to use with your Digital ID. To continue with enrollment
you must be using the same browser you select.

e

5% Microsoft Internet Explorer (Version 5 or higher)

cr Mozilla Firefox (Vewsion 2 or higher)

@ Apple Safari

Copyright @ 2008, VeriSign, Inc. All Rights Reserved é]‘lf‘)lg] 1
Trust Network




Step4 | 1. 2. IHAHES

3. A IEHE E-amil FHLUBAIHESR (S
4. A KACHH « T - BB e

IJ_I

A Microsoft Clase | Enrollment - Microsoft Internet Explorer

=10l
BED #/EE® BR0 SOREW TRO HA® | &
QfF-O-NRE [ PwE swn® |- % w-00
D |a§] hitps:Migitalid verisign comfchienticlass] MS htm.

ECECEE T

\/(’;*iSign' Enrollment

VeriSign™ Class 1 Digital ID5Y

for Microsoft Internet Explorer

Step 1 of 4: Complete Enrollment Form

o Step 1: Complete Enraliment Form  Step 3: Pick up Digital ID

Step 2: Check E-mail Step 4: Install Digital ID

Contents of Your Digital 1D

Fill in il fields. Use only the English alphabet with no accented characters. This information is
included in your Digital ID and is available to the public

First Name:

Mickname or middle initial allowed 1
(example ~ Jack B.)

Last Name:

(example - Dog) Y4

Your E-mail Address:

(example - jbdoe@verisign. com) 3

challenge Phrase

This unique phrase pratects you against unauthorized action an your Digital |01 and should not be

shared with anyons. Do not lase it I is required Lo revoke, replace, renaw or set preferences for
your Digital ID

Enter Challenge Phrase:

Do not use any punctuation 4

=l
CEL] Y 7

Step5 | 1. [A—HmEE ML > BEEH 60 K
2. EHEEEFWE - AIFRESE LR GE

Choose a Full-service Class 1 Digital ID, or a 60-day Trial Class 1 Digital ID

SN

I'd like a one-year, full-service Digital
ID for only US$19.95 per year.

I'd like to test drive a 60-day trial

Digital ID for free. a 1
Deoes not include revocation, replacement, renewsal or
coverage under the NetSure Protection Plan.

Billing Information

Your credit card will be charged US519.95 when you click the Accept button below. All enrollment

and credit card information is transmitted through a secure sockets layer (SSL) connection using a
VeriSign Secure Server [D.

Card Type: Wisa -

Card Number:

Expiration Date: Month ~  Year -

Name on Card:

Street Address:
If P.O. Box enter here.

Apartment Number:

State/Province:

ih:ufpostal Code:




Step6 | L. FJ*E@ETE‘L ISR - (AR IC ik A BEHL Schlumberger
’7327)[[5‘5,‘-2??& TiRiReg - BOERESIRFE BT R B RE
3. SEIRBEHL ACCEPT SE R ERHEES

Cryptographic Service Provider Name mmiCﬁ'ptomp]uc Froder vl 0 =

Microsoft Base Cryptographic Provider 1.0
Microsoft Base Cryptographic Provider w10
Mlc:rosoﬂ Base ot Ce.rd Crypto Provider

Additional Security for Your Private Key Mlc:rosoﬂ Sm Cryptographlc Trovider

We recommend that you protect the private key afeweres E————
below will provide you with security options for your private key. Click Here for addltlunal
information.

1

Check this Box to Protect Your
Private Key 2 m

Digital ID Subscriber Agreement and Privacy Policy

You must read this subscriber agreement and privacy policy extract before applying for, accepting,
or using a Digital ID (certificate). If you do not agree to the terms of this subscriber agreement and
privacy policy extract, do not apply for, accept, or use the Digital |D (certificate).

Client ID Subscriber Agreement -
If vou click "I ACCEPT" or download or use the Certificate, vou (&)
certifvy the following: I am not a

clitizen, national or resident of, and am not under the control

of, the government of: Cuba, Iran, Sudan,

Irag, Likwa, Horth Korea, 3vrla, nor any other country to which

the United States has prohiblted export.

I will not download or otherwise export or re-export the
Certificate, directly or indirectly, to the ahove

mentioned countries nor to citizens, nationals or residents of -

Eead CFE  Diownload CFS

If you agree to the terms of the Subscriber Agreement and Privacy Policy
Extract, please click ACCEPT to continue.

=]

Step7 | HEHEBkH B-mail #EEERE > S5 XAGE E-mail &6 (FhfE - SRS ELE MEE -
Windows Intermet Explorer §|

9 Confirm your e-mail address:
\_-H mI621 029 @erns ndho.ed o tw

If wor e-madl address is correct click OF, if not click CANCEL and
correct it 1 the enrollment form.

If the e-madl address iz not correct won will not be able to vge wour Digitel ID

RLiH
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Step 10 | I EEHERHN > FIfE 21T H 58 > BERF R 5T °
#v— E5H RSA THEE '
R L RS EER -
EFEERTERE
EEREE:  [Corolfl RESH |
WRE: | |
MEER: | |
| <t—# || =@ | | HEug |
23— @HM RSA THREE X]
EHiZA EEETFITEmEE -
Crpto APl FARE St
TEWFREERE [BEZZHEFRE... |
| HEE || B || EEEEROD.. |
Step 11 | F5F#UL E-mail (545 © fa &2 SH CA FH Zals G -

VgriSign' ‘ Digital ID Services

Step 2 of 4: Check E-mail

Step 1: Complete Enrcllment Form Step 3: Pidk up Digital 1D

* Step 2: Chedk E-mail Step 4: Install Digital 10

Center within the hour at the e-mail address you
entered in the enrollment form. It will contain
instructions for installing the Digital ID.

: You should receive an e-mail from the Digital ID

Cocyright ® 2000, VeriSign. Inc All Rights Reserved ‘é]‘iSigll‘
Trust Network




Step 12

U CA HFEZFEFEE T - ITHRREANE
HUSE &S Z BIE PIN H5 -

2. HW%?&TYZ@”"ZL%%%I%&JL °
IR AR R B AR AN - A R RS HUS Y H -

el Veriign Digitel ID Center <onlineca@verisizn. coms :"#'

(EfEY (RE (W) (HRED | T—=r
TR Trisl Class | VeriSign Digital ID Pickup Instroctions
HES:  Tue, 14 Apr 2009 00-12:07 -0700 (FDT)
**1f you did not enroll for a Digital 1D through VeriSign please do not follow the instructions below for picking up the ID.**
QUICK INSTALLATION INSTRUCTIONS
To assure that someone else cannot obtain a Digital 1D that containg your
name and e-mail address, you must retrieve vour Digital [D from
VeriSign's secure web site using a unique Fersonal Identification
Number (PIN;.
Be sure 1o follow these steps using the same compuler you used to
begin the process.
Copy vour Digital [D PIN
‘Your Digital 1D PIN iz: befadf95d5851 3daele37d044a95a7748
Goto VeriSign's secure Digital 1D Center
ttpa:idigitalid verisign.com/enrcllment/mspickup htm
2L
Step 13 EENEES S E T - A PIN 5 -
] A E TR Ry Fr s & EHEE
Eﬁiﬁﬁmu \%D% E E I CA Z _:E\\ < °
=
BWEE HSHE WHE0 BOREW TEO HHEo | &
DEF-O-HE G[Pes SaeE e 0- 5 w08
Ao [ veri ko him EEEEIEEE T
\/griSign Digital ID Services
Step 3 of 4: Pick up Digital ID
Step 1: Complate Enrollmant Form & Stap 3: Pick up Code Signing I6
Step 2: Chedk E-mail Step 4 Install Code Signing 1D
When picking up your ID, use the same machine and browser used for =2 x|
enrollment. — | s | EEgE |
The Personal |dentification Number (PIN) is needed to complete this step. It was contained in an e-
mail message sent immediately after the enrollment form was subrmitted. s3I
This was sent from YeriSign Custorner Support Department to the e-mail address entered in the
enrallmant form EESIMERAHAT:
« FER I AR
Copy the PIN number from the e-mail, paste (or enter) it into the box below, and click SUBMIT,
After the PIN is submitted, generating the Digital 1D will take up to three minutes. Do not interrupt
the browser until there is a response
SR RIEBIEHERGL P RUSHIEE R -
Enter the Digital ID Personal Ba- wiww verisign com
Identification Number (PIN): 1
The Digital ID PIN is listed in the confirmatiorfle- _
mail that was sent fram the Digital ID Caner BITE: e comiCES o by Rel
HHEIE 200561 B 200762
HTEEAD
Copyright @ 2001, VeriSign, Inc. All Rights Resarved
[E1zR [ = |




Step 14 | HERLBEE NS /R G5 - BB INSTALL f# #2485 -
3 Cortiene Dovaioad  Mirosoft Ineraet Explorer iojx

#EE BEE BAO FHEEW IAD @ | &
QL F-0-HR 0| ez ~wmE o|- L ll-Ua
D) [€] htps:Migitilid verisign comde g binsophia.exe ~| B3z |)§€ ‘BSmgIt = ‘@ -

VeriSign Digital ID Services

Step 4 of 4: Install Digital ID

Step 1: Complate Enrallment Form  Step 3: Pick up Digital ID
Step 2: Chesk E-mail « Step 4 Install Digital ID

our Digital ID®™ has been successfilly generated.

Organization = VYeriSign, Inc. | Organizational Unit = YeriSign Trust

Metwork | Organizational Unit = www . verisign.com/repository/RPA Incorp. by
Ref.,LIAB.LTD(c)98 | Organizational Unit = Persona Mot Validated | Organizational
Unit = Digital D Class 1 - Microsoft | Common Name = pcpe chen | Email Address =
d9221008@em92. ndhu.edu. tw

Please click on the "Install” button to the right to install
@ the Digital ID. INSTALL

Copyright 2004, VeriSign, Ine. All Rights Reserved Vgl'isigll
Trust Network
-
BE N 7

2. Certificate Z~42&

Step 1 | A% INSTALL 1% - WINDOWS /&g pkitSag 2 als - 55kt & 2 -

Web ZHRES £3

EEEEFEL SN ESEFANTEEREF

i

https://digitalid verisign.com/cgi-bin/sophia.exe

TEZEAFCANRERENTRUESEE -
EEAFTILRRIEIS?




Step 2

; Certificate Installation and Registration Page - Microsoft Internet Explorer - EI|5|

BRO WHOD WA BOREW IED 56O | A
QEHE-0O-MN[E | e e & o w- 0@
EEEEEEEEEEEE

BT |§] hitps: i igitalid verisign comfenollment/MS_pemp him

Vérisign Digital ID Services

What Do You Do Next?

AOL Instant Messenger Users

The latest release of AIM (5.2 and up) allows you to send and receive
encrypted instant messages using your Digital ID.

To use your new Digital ID with AIM, follow these directions.

You've successfully installed your Digital ID into Microsoft Internet Explorer and
are now ready to start securing your e-mail through Outlook Express or Outlook
2000. To help you get started quickly, follow the instructions below:

Associate a Digital ID With Your E-mail Account
Microsoft Outlook Express:

1. Select Accounts from the Toals menu, then the Mail tab.

2. Select your Mail account, click the Properties button, select the Security tab.

3. Check the box "Use a digital ID when sending secure messages from", then
click the Digital ID button.

4. Select the certificate you want to use to digitally sign your e-mail.

OQutlook 98 and 2000:
1. In the Tools menu select Options, then the Security tab

2. Click "add digital signature to outgoing messages", click the "Change Settings"
button

3. On the next screen click the "Choose..." button. Select the Digital ID you want -
to use for signing e-mail in Outlook.

Consult our User Manual and Tutorials

1. Wistt our Learning Center to wiew our tutorials, user manual and other usefil information
& RRRNET Y
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Tse-Shih Chen
Ph.D. Student of
Department of Computer Science & information engineering
Mational Dung Hwa University
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Taiwan, Republic of China
TEL : +386-3-863-4042
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